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ABSTRACT 

Detection and prevention of fraudulent 

transactions in e-commerce platforms have 

always been the focus of transaction security 

systems. However, due to the concealment of 

e-commerce, it is not easy to capture attackers 

solely based on the historic order information. 

Many researches try to develop technologies to 

prevent the frauds, which have not considered 

the dynamic behaviors of users from multiple 

perspectives. This leads to an inefficient 

detection of fraudulent behaviors. To this end, 

this paper proposes a novel fraud detection 

method that integrates machine-learning and 

process mining models to monitor real-time 

user behaviors. First, we establish a process 

model concerning the B2C e-commerce 

platform, by incorporating the detection of user 

behaviors. Second, a method for analyzing 

abnormalities that can extract important 

features from event logs is presented. Then, we 

feed the extracted features to a Support Vector 

Machine (SVM) based classification model 

that can detect fraud behaviors. We  

 

demonstrate the effectiveness of our method in 

capturing dynamic fraudulent behaviors in e-

commerce systems through the experiments. 

I. INTRODUCTION  

With the increasing popularity of e-commerce 

platforms, more and more commercial 

transactions are now relying on web-based 

systems than the traditional cash-based 

approach [1]. Although the entity economy is 

greatly impacted by the COVID-19 epidemic 

in recent years, e-commerce remains largely 

unaffected by the pandemic, whereby aiding a 

steady market growth [2]. The sales volume of 

B2C (Business to Customer) e-commerce is 

expected to reach 6.5 trillion dollars by 2023 

[3]. This paper combines the advantages of 

process mining and machine learning models 

by introducing a hybrid method to solve the 

anomaly detection in data flows, which 

provides information about each action 
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embedded in a control flow model. By 

modeling and analyzing the business process 

of the e-commerce system, this method can 

dynamically detect changes in user behaviors, 

transaction processes, and noncompliance 

situations, and comprehensively analyze and 

identify fraudulent transactions from multiple 

perspectives. Important contributions of this 

paper are listed as follows: 

 1) A conformance checking method based on 

process mining is applied in the field of e-

commerce transactions to capture the 

abnormalities.  

2) A user behavior detection method is 

proposed to perform comprehensive anomaly 

detection based on Petri nets.  

 3) An SVM model is developed by embedding 

a multi perspective process mining into 

machine learning methods to automatically 

classify fraudulent behaviors. The rest of this 

paper is organized as follows: Section 2 

introduces the related work. Section 3 presents 

a model analysis and a background study. 

Section 4 forms the theoretical basis and 

describes our proposed fraud detection 

method. Section 5 presents and discusses the 

results of our experiments and Section 6 

validates our proposed fraud detection method. 

Section 7 concludes our paper along with 

outlining our future research directions. 

II.EXISTING SYSTEM 

The machine-learning-based methods learn 

from previously obtained historical data to 

perform classifications or predictions of future 

observations to identify potential risky offline 

or online transactions [6]. Xuetong Niu et al. 

conducted a comparative study on credit card 

fraud detection methods that rely on machine-

learning algorithms. Most of the machine-

learning models perform well on the dataset of 

credit card transactions. Moreover, supervised 

models perform slightly better than 

unsupervised models after additional pre-

processing, such as removing outliers [7]. 

Credit card fraud detection is widely deployed 

at the application layer, which uses the idea of 

discovering specific abnormal user behaviors 

to detect fraud. The supervised learning 

algorithm is the most commonly used learning 

method in online fraud monitoring 

transactions, since it has higher accuracy and 

coverage. Recent research in [8, 9] has proved 

that the machine learning method can 

efficiently capture fraudulent transactions in 

credit card applications.  

Fraudsters often change their behavioral 

pattern dynamically to overcome existing 

fraud detection methods. In online credit card 

fraud detection, SVM can classify user 

behaviors under complex scenarios and deliver 

reliable results [10]. Many researchers take the 

advantage of combining multiple detection 
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methods for comprehensive fraud detection. 

For example, focusing on payment fraud 

applications, Dahee Choi et al. proposed a 

method by combining supervised and 

unsupervised learning [11]. Most of the 

machine learning based methods use historical 

data to analyze fraudulent transactions. They 

have not given enough emphasis to the 

transactional process flow and dynamic user 

behaviors. The second type of fraud detection 

methods uses process mining, focusing on 

extracting knowledge from existing event logs 

in information systems for the purpose of 

monitoring and improving the operational 

process in business IT infrastructure [12]. 

Process mining specializes in comparing the 

event log with an established model to further 

detect, locate, and interpret the deviation 

between the established model and the actual 

event log [13].Process mining can detect a 

large number of abnormal transactions, which 

are not known to be identifiable by traditional 

methods. M Jans et al. postulated the emerging 

process mining approach as an appropriate 

solution to mitigate against fraud incorporating 

internal affairs [14]. For example, C Rinner et 

al. applied conformance checks to monitor the 

process of melanoma patients [15]. Asare et al. 

applied alignment and replay to check the 

conformance of the electronic medical record 

log and the hospital workflow model [16]. 

Research has focused on monitoring and 

evaluating the sequence of processes occurring 

in the historical medical event log by 

establishing corresponding training and testing 

models for conformance checking [17]. Tools 

such as ProM, Disco and Heustic miner are 

largely used for conformance checking. 

Process mining can be an efficient approach 

for fraud detection. Especially, it is important 

to be dynamic and multi perspective when 

detecting fraudulent user behaviors [18]. 

Process mining helps to compare the actual 

data against the standard model to identify 

outliers. Despite existing progress in fraud 

detection, it is still necessary to develop hybrid 

learning methods to improve the accuracy of 

detection [19]. To promote the understanding 

and development of process mining for 

anomaly detection, a method of multi-

perspective anomaly detection is proposed that 

goes beyond the perspective of control flow 

including time and resources [20]. Febriyanti 

et al. [21] assumed any noticeable changes in 

business processes as a suspected fraud 

behavior and proposed a method to detect 

some suspicious abnormal behaviors using a 

hybrid method of association rules and process 

mining. Previous research on using process 

mining to detect fraudulent transactions 

showed that process mining is capable of 

detecting fraudulent transactions, and it can 
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effectively prevent audit fraud at a much earlier 

stage due to the continuous monitoring nature 

of event logs [22]. 

Disadvantages 

1) Fraud mode one - an order is tempered by a 

malicious actor: The malicious actor may 

deceive the victim merchant by sending a fake 

formal payment order F 

A to the cashier server. The malicious actor 

obtained the order items that do not match the 

payment value by tampering with the order 

information, such as the total amount. 

2) Fraud mode two - subcontract the order: The 

victim pays the malicious actor’s order instead 

of his order. To achieve their goals, the 

malicious actors impersonate the duties of 

sellers and buyers. The order information 

changes before and after the payment. 

III.PROPOSED SYSTEM 

The proposed system combines the advantages 

of process mining and machine learning 

models by introducing a hybrid method to 

solve the anomaly detection in data flows, 

which provides information about each action 

embedded in a control flow model. By 

modeling and analyzing the business process 

of the e-commerce system, this method can 

dynamically detect changes in user behaviors, 

transaction processes, and noncompliance 

situations, and comprehensively analyze and 

identify fraudulent transactions from multiple 

perspectives. Important contributions of this 

paper are listed as follows: 

1) A conformance checking method based on 

process mining is applied in the field of e-

commerce transactions to capture the 

abnormalities. 

2) A user behavior detection method is 

proposed to perform comprehensive anomaly 

detection based on Petri nets. 

3) An SVM model is developed by embedding 

a multi perspective process mining into 

machine learning methods to automatically 

classify fraudulent behaviors. 

Advantages 

➢ To arrive at a clearer result, the plug-in Multi-

Perspective Process Explorer and 

Conformance Checking are used to match and 

analyze the event log and the DPN. The result 

is shown in this system, where each action is 

represented with different colors. For instance, 

green represents the move both on model and 

log, purple means move on the model only, and 

grey represents invisible actions, that is, 

skipped actions.  

➢ By clicking on a given action, we can obtain 

the matching information between the model 

and the event log in the data flow of each 

action. The data marked in red indicates a 
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mismatch. We extract these suspicious 

anomalies and use them as the basis for 

subsequent training using machine learning 

models. 

 

 

IV.ALGORITHMS 

1. Logistic Regression: 

Logistic Regression is a fundamental statistical 

method used for binary classification tasks. 

Despite its name, it is used for classification 

rather than regression. Logistic Regression 

models the probability of a binary outcome 

based on one or more predictor variables. It 

estimates the probability that a given input data 

point belongs to a particular class using a 

logistic (sigmoid) function, which transforms 

the output into a range of [0, 1]. The decision 

boundary is typically set at 0.5, classifying 

inputs with probabilities above 0.5 into one 

class and below into the other. Logistic 

Regression is simple yet effective for linearly 

separable data and provides interpretable 

results by estimating coefficients for each 

feature. 

 

2. Naive Bayes: 

Naive Bayes is a probabilistic classifier based 

on Bayes' theorem with the "naive" assumption 

of independence between features. Despite its 

simplifying assumptions, Naive Bayes can be 

surprisingly effective in many real-world 

applications, especially in text classification 

and spam filtering. It calculates the probability 

of each class given a set of input features and 

selects the class with the highest probability as 

the prediction. The algorithm computes these 

probabilities using Bayes' theorem: 

 

3. Support Vector Machine (SVM): 

Support Vector Machine (SVM) is a powerful 

supervised learning algorithm used for 

classification and regression tasks. SVM finds 

the optimal hyperplane that best separates 

classes in the feature space, maximizing the 
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margin between classes. For linearly separable 

data, SVM aims to find a hyperplane that 

maximizes the distance between the closest 

data points of different classes. For non-

linearly separable data, SVM uses kernel 

functions to map the input space into a higher-

dimensional feature space where classes are 

separable. The decision function of SVM for 

classification can be represented as: 

 

 

4. Decision Tree: 

Decision Tree is a non-parametric supervised 

learning method used for both classification 

and regression tasks. It partitions the data into 

subsets based on features that best split the 

dataset, aiming to minimize impurity or 

maximize information gain at each node. Each 

node represents a decision point based on a 

feature, and each leaf node represents a class 

label (in classification) or a numerical value (in 

regression). Decision Trees are intuitive, easy 

to interpret, and capable of handling both 

numerical and categorical data. However, they 

are prone to overfitting noisy data and can 

create complex trees that generalize poorly to 

unseen data. 

V.RESULT 

 

 

VI MODULES 

Service Provider 

In this module, the Service Provider has to 

login by using valid user name and password. 

After login successful he can do some 

operations such as Browse and Train & Test 

Data Sets,   View Trained and Tested Accuracy 
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in Bar Chart, View Trained and Tested 

Accuracy Results, View Prediction Of Fraud 

Status in Ecommerce Transaction,   View 

Fraud Detection Status Ratio in Ecommerce 

Transaction, Download Trained Data Sets,   

View Ecommerce Transaction Fraud Status 

Ratio Results,   View All Remote Users 

View and Authorize Users 

In this module, the admin can view the list of 

users who all registered. In this, the admin can 

view the user’s details such as, user name, 

email, address and admin authorizes the users. 

Remote User 

In this module, there are n numbers of users are 

present. User should register before doing any 

operations. Once user registers, their details 

will be stored to the database.  After 

registration successful, he has to login by using 

authorized user name and password. Once 

Login is successful user will do some 

operations like REGISTER AND LOGIN, 

PREDICT FRAUD DETECTION TYPE IN 

ECOMMERCE TRANSACTION, VIEW 

YOUR PROFILE. 

 VII.CONCLUSION 

This paper proposed a hybrid method to 

capture fraud transactions by integrating the 

formal process modeling and the dynamic user 

behaviors. We analyzed the e-commerce 

transaction process under five major 

perspectives: control flow perspective, 

resource perspective, time perspective, data 

perspective, and user behavior patterns. This 

paper utilized high-level Petri nets as the basis 

of process modeling to model the abnormal 

user behaviors and created an SVM model to 

perform fraudulent transaction detection. Our 

extensive experiments showed that the 

proposed method can effectively capture 

fraudulent transactions and behaviors. The 

overall index of our proposed multi-

perspective detection method outperformed 

the single-perspective detection method. As 

our future work, related deep learning [38-42] 

and model checking methods [43-45] would be 

incorporated in the proposed framework for 

higher accuracy. Additionally, it’s also a future 

work to incorporate more time features to the 

behavior patterns so as to make the risk 

identification more accurate. Furthermore, we 

will conduct research on constructing a 

standard fraud mode library, and apply the 

proposed methodology to other malicious 

behavior areas by coordinating the models. 
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